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Harnessing new technology to add value to
simulation systems and hypothetical exercises
in enhancing readiness in the management of
emergencies, crises and disasters.

WORKSHOP OVERVIEW

Managing an emergency or a crisis is a complex task that usually involves an extensive amount of teamwork.
Most team members will not have previous experience of dealing with such an event and, while normal
classroom training can provide them with the theory of how to respond, the reality is that maximum benefit
can only come when they get the opportunity to practice their role in a way that replicates the tension and
pressure they will be under. The best way of achieving this is through exercises or simulations. Traditionally,
such exercises and simulations were carried out without the use of significant IT, whether a workshop/seminar,
tabletop exercise, simulation, training drill or a full-scale, live play operations center exercise. In recent times,
however, more and more developments have been made in the world of technology, software and artificial
intelligence, all of which can greatly enhance the running of simulations and exercises and therefore benefit
the participants. In this workshop we will cover the basic principles of testing and exercising, the benefit
to participants and an in-depth overview of the various types of exercises that can be run. Participants will
be given practical information that will assist them to have the confidence to develop such events in their
own organizations. In addition, we will also examine the growing role of technology and will look at three
specific solutions that are currently available, including the use of Artificial Intelligence, Logic Engines and
the Gamification of simulation exercises. While not endorsing or promoting any of these specific systems,
this will allow delegates to understand the scope of technology-driven simulation systems that are currently
available and allow them to make their own determination as to the efficacy of these systems when compared
to traditional design and delivery models.

OUTCOMES

e  The growing role of technology and the three specific solutions that are currently available, including
the use of Artificial Intelligence, Logic Engines and the Gamification of simulation exercises.

e  The scope of technology-driven simulation systems that are currently available

e  The efficacy of technology-driven simulation systems when compared to traditional design and delivery
models.
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Strategies and Techniques Necessary for
Effectively Communicating Risks within
Organizations

WORKSHOP OVERVIEW

Risk management is a critical area for the sustainability and success of any business. However, without

adequate communication, even the best risk management strategies can fail. Risk communication is not just

about transmitting information about potential dangers. It involves an active and bidirectional exchange of

information between the company and its stakeholders, including employees, customers, suppliers, regula-

tors, and the organization.

This workshop explores how to develop clear, coherent, and convincing messages that not only inform but

also engage and reassure all concerned parties. We will cover the fundamental principles of risk communica-

tion, best practices for developing effective communication plans, and real-world case studies that illustrate

how these concepts are applied. You will discover how to transform risk communication into a powerful tool

to strengthen organizational resilience and build a risk culture of trust and transparency.

Importance of Risk Communication

1. Reduction of Uncertainty: Understand the importance of understanding each other’s risk appetite and
preferred communication preferences and how to achieve.

2. Building Trust: Transparent communication about risks strengthens stakeholders’ trust in the
organization’s ability to manage crises and maintain business continuity.

3. Stakeholder Engagement: Actively involving stakeholders in the risk management process can foster
their engagement and support.

4. Crisis Prevention: Proactive risk communication adequately understood before and incident occurs is
essential to understanding your leaders natural and adapted behaviors during a major incident crisis.

5. Improved Decision-Making: Effective risk communication provides decision-makers with the informa-
tion needed to make informed and effective decisions.

6. Risk communication is the key to unlocking your organization’s ability to absorb and adapt to change
and to become more resilient.

OUTCOMES

e  Provide a deep understanding of the principles of risk communication in business.
e  Equip participants with effective strategies to communicate about risks and manage crises.
e lllustrate concepts through practical case studies and interactive exercises.

@ WORKSHOP DURATION 5 TARGET AUDIENCE @ PROVIDED BY
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Rehearse Your Organization’s
Response to Major Risk

&
WORKSHOP OVERVIEW (/

Scenario exercises can benefit all levels of an organization. Over the years we have seen organizations benefit

in the following ways:

o Proactive response: it helps organizations to be proactive in their response, setting up new strategies to
withstand unexpected shocks.

. Informed decision making: It provides valuable insights for strategic choices, in a safe environment
before the viability of the business is put into question.

o Competitive edge: It positions strategic teams to identify and seize opportunities quickly.

Industry requirements:

In many industries, there is an expectation from customers and regulators that an organization is able to

respond to and recover from major disruptions effectively and responsibly. Once organizations have assessed

their risks and built mitigation and contingency plans to respond to major disruptions, it is important to

rehearse and validate these plans; the most effective way to do this is through scenario exercises.

A range of scenario exercise formats to help rehearse your organization's response to major risk and crises.

The workshop is designed to meet the level of confidence and maturity of the response teams.

OUTCOMES

Give participants the opportunity to practice their individual roles and responsibilities when faced with a
major crisis.

o Determine whether an organization can recover critical services within impact tolerances, recovery
times and service level agreements.

o Clarify how best to communicate to different internal and external stakeholder groups from the outset
of a crisis.

. Identify areas for improvement within the response plans.

o Understand how different teams interact with each other throughout a crisis and establish more
effective ways of working under pressure.

o Determine critical response actions and decisions throughout a multi-day disruption.
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Practical Workshop on Crisis Management
Planning & Simulation- Including Strategic
Recovery, Stakeholder & Community
Management

WORKSHOP OVERVIEW

The first half of the session will highlight the difference between Business Continuity Plan (BCP) and Crisis
Management Plan (CMP), also highlight the importance and benefits of Crisis Management planning, and
provide a thorough overview of crisis characteristics, sources, and impacts. Attendees will learn key elements
and success factors of an effective Crisis Management program, the roles and responsibilities of various teams,
and essential crisis response strategies and recovery, including dealing with community and stakeholders as
well as the importance of crisis communications.

The second half of the session will cover table top and simulation aims to equip attendees’ practical knowledge
to respond in an orderly procedures for initial response and stabilization of a situation until the arrival of
relevant authorities/responders, especially the key roles of Crisis Management Team (CMT).

OUTCOMES

Difference between Crisis Management (CM) and Business Continuity Management
Preliminary self-assessment

Importance/benefits of CM - why prepare for CM?

Benefits of CM planning

Sources of crisis

Key elements and success factors of successful CM program

Challenges in incident response and CM

Overview in Crisis Response and Sustainable Recovery

Importance of Crisis Communications

Dealing with community and stakeholder management — pre during and post crisis «
Crisis Simulation overview

@ WORKSHOP DURATION 5 TARGET AUDIENCE @ PROVIDED BY
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Self Leadership as a Foundation for
Effective Emergency Response

WORKSHOP OVERVIEW

This workshop combines self leadership principles with emergency response strategies. Participants will
learn to leverage individual power, take proactive actions, and apply diagnostic skills effectively. This session
pilots a new, exclusive design for GSNRC, linking self leadership principles with emergency response through
relevant case studies and practical exercises.

Leadership in emergency management is a dynamic and multifaceted endeavor that requires a combination of
leading by example, sharing personal experience, providing mentorship, and encouraging individuals to lead
from wherever they find themselves. By embodying these principles, leaders inspire excellence, foster growth,
and cultivate a resilient and adaptable workforce. Effective leadership in times of crisis is not solely reliant on
formal authority but rather on the ability to inspire, guide, and empower others to overcome challenges and
achieve success in the face of adversity. Leadership is not limited to those in formal positions of authority.
In emergency management, everyone has the potential to lead from where they are. Regardless of their
formal positions, individuals can make a significant impact by taking ownership of their responsibilities and
demonstrating leadership qualities. Encouraging individuals to step up, contribute ideas, and take initiative
creates a culture of shared leadership and empowers everyone to be part of the solution.

OUTCOMES

e  The mindset of an effective self leader, the tools needed to operate effectively in an emergency and the
potential gaps to optimal performance.
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Emerging Risk Management:
Artificial Intelligence

WORKSHOP OVERVIEW

Artificial intelligence (Al) has the potential to transform our daily lives. Al use is increasing across many
industries, and is changing how people work. While many of these transformations are exciting, they also pose
new challenges, and new areas of risk for governments. The scope of Al risk goes beyond the technology
itself, to considerations including ethics and people, regulation, operations and cost.

This will include an overview of national regulatory responses globally and the benefits and challenges each
of these may present. The workshop has been designed to ensure that participants take away actions and
strategies appropriate to the needs of their role and their agency within government.

OUTCOMES

e Adiscussion of the full scope of Al risk
e  The latest global thought leadership in managing emerging Al risk
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